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Executive Summary

This project has developed Best Practices for one of the most tanipbut least understoodareas of
Geospatial SOARolebased Access ContrdDevelopment was coordinated witither 2008 Category 2
recipients and satisfiamulti-agency requirements through thmodeling and deployment of business
processes and relatbgeospatiakervice componentsThese Best Practices will help the NSDI to shed rigid
and inwardlookingapproaches and transform into a more agile, responsive and custosrgric

framework driverby collaborative partnerships. Of pauiar interest was the advancement of technology
to support regulatonjinteroperability between orgaamations like USACE, EPA and others
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This dfort is important because Geospatial SOA based on OGC® and other standatdsnalg
influencing development of the Federal Enterprise Architecture (FEA) Geos$pafitd, especially data
accesaind update These efforts have matured to a point whdsroad acceptancies now dependent on
the capacity to secure data resources. In fact, organizations like UB#tGie considering participation in
the NSDI must also consider how they can estaldlistnibuted security frameworks for roleased access
control to SOA resources. Thessjuirements will continue to increase as data access transitionsiaio
management with services likBeoSynchronizatioand Web Feature Serveflransactional (WF¥)

where loosely affiliated g@rties collaborate on maintenance siared geospatial data resources.

Specificallythe lack of adequatéccess Control solutions have contributed to a situation where many
organizations have been avoiding deployment of their OGC services liké& Wfi-8e Web. The lack of

such controls has forced dataqviders to adoptlata subsetting techniques to isolate access to geospatial
data based on different projects, users, groups of users, Btt.such approaches have been proven to add
hardware, software, implementation and maintenance costs for organizations deploying theib@xe@
SpatialData Infrastructure (SD$gerviceon standalone servers or cloud computing platforms

To meet this challenge, this project defined and documented Besttices in Geospati8lOA for Role
based AccesSontrol This project leveraged CubeWerx and G@@stmensin developing solutions to
solve this important security challengéhecapabilitywas deployeds part ofa distributed SOA laboratory
for Services Development, Teafyd Evaluation (DT&E) designed to drive Best PracticesRather than
dictating policies, thgoal wa tosupport policieslready available in most organizations and provide
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secure flexible,extensiblecomponents for supporting SDI Access Control R&ESR)Thesecomponents
wereinvoked in open geospatial web services, allowimgsimulation otrusted organizatiorsin a
federation,reuseof existingauthenticationmethodsanddefinition of new access control rulesScenarios
ranging from a hurricane response along the Gulf coast, dyosger information sharing, and regulatory
permitting were executed and common Use Cases derived.

Theresulting Access Control Rules wdedined inan XML Schema using an XML file ttaat be

dynamically parsed b GCGcompliant Web service With this approactAuthentication servicgcan
provideaccess control on a usér-user basisFor exampleseveral rules can be specified in an
<AccessControlRuleslocument, where each rule can apply to a different set of usernames, groups and/or
roles.

The approacmodeled in this projecis compatibé with IT industryg A RS S F T 2 NJldéntitg 2 NJ A y 3
Metasystems, OASIS security standards for Information Caadslthe Web Services Protocol Statlat
includesWSSecurity WSTrust WSMetadataExchangand WSSecurityPolicy In particular, thisBest

Practicefor Rolebased Access Contiedlopted the philosophy ofisingAuthentication methods defined by

IT industrywide dforts andfocused on definingreusableSDI Access Control Ruf@sgranting access to
OGGservices by role, geographic extent, feature and SDI operations. This approach adds significant ne
capability for deployingervice componentby allowing organizations to optimize data services and reduce
costs.

While the project demonstratesertaint dzy OG A2y I f A& aLISOAFAO (2 ! {!/9Qa

capabilities that have value acrossapbplication andyecspatial data stewardship domains, aprbvides a
strong foundation for the NSDI and Geospatial Line of Business (LoB) acrgsgdh@ment.
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Project Narrative

Introduction and Background

This documenbutlinesBest Practicefor one of the most important, but least understdpareas of
Geospatial SOAnd Geospatial Cloud ComputigdRolebased Access Contr@evelopment of these Use
Casesvascoordinated with other 208 Category 2 recipients and helpatisfy multiagency requirements
through the modeling and deployment ofibiness processes and related data and service components.
Documentation of thes®est Practicealsohelpsthe National Spatial Data InfrastructurB$D) shed rigid
and inwardlooking approaches and transform into a more agile, responsive and cust@ngic
framework driven by collaborative partr&rips. Of particular interest gaghe advancement of technology
that can support regulatory data interoperability between orgatians like USACE, EPA and USFWS

This effort is important beause Geospati®fOA based on OG&mil other standards are strongly
influencing development of the Federal Enterprise Architecture (FEA) Geospatial' Pesfileciallydata
access. These efforts have matured to a point where broad acceptance is now dependent on tity capa
to secure data resources. In fact, organizatithks USACE that are considering participation in the NSDI
must also considenow they carestablishdistributed security framewoukfor role-based access control to
SOA resources. These requirements$ aintinue to increase as data access transitions int@lotiative

data management with services like tiiéeb Feature Servellransactional (WFS) and

GeoSynchronization Servioghereloosely affiliated partiesollaborate on maintenance of shared
gecspatial data resources

To meet this challenge, i projectdefined and documentd Best Practices in Geospatial SOA for Role
based Access to Geolaas a key component of USACE and NSDI Business Process requir€hignts
projectleveragel/ dzo S 2 S Ndirieat inklgiedbping solutions to solve this important security
challenge. Specifily, CubeWerkas tested and deployeah access control framework facilitate secure
sharing web resources and manage roles of participants in such a way that egatisdiction/daa
publisher maintaingutonomy of its published webnabled data resource

This project leveraged CubeWerx and G@@stmens in developing access control framewotdsolve

this important security challengeThe frameworkmanages identities and enforcerole-based access

control rules on web resources. Rather than dictating policies, its goal is to support policy rules already
available in most organizations and provide secure, flexible, extensible, and highly available components for
supporting openAccess Control Rules (B3CRhese components aiavoked as web servicgallowing each

trusted organizationn afederation to determine itsuthentication and access control policies.

The proposed mject builton this capabilityand desigred, deployed, and documergd reusable services
and Best Practices for Rdbased Access to GeoData wittN&DEnterprisesin this projectour team
provided expertise related to current trends and developments in geospatial servicasted
architedures, and collaboratewith the other Category 2 Awardees to identify and support common
services and solutions for userass the government based @ommon understandingof SOA for
geospatial enterprise

! http://colab.cim3.net/file/work/geocop/ProfileDocument/FEA Geospatial Profile v1 1.pdf
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Whilethe projectdemonstrates functionalityd LIS OA F A O { 2 it a)s§ dethoh<lrdte BysEPRaRtiaes
that have value across all application and spatiahddiewardship domains, aqfovidesa strong
foundation for the NSPdnd Geospatial Line of Business (LoB) across the government.

SOA Definitions and Approach

The world is changing at an accelerating rate and the federal government needs to ke€Bpaadbased
changeis always difficult, but the federal government is plagued by a variety of inhibitors to change,
including vertical vanission organizational orientation; bureaucratic culture; budgetary cycles and
processes that do not facilitate agility or reuse; and a large and diverse current technologySeagee
Oriented Architecture (SOA) promises to help agencies rapidly figooa their business and more easily
position IT resources to serve it. Improveasiness agility, through sharing and reuse of infrastructure,
services, information, and solutior$s a growing requirement in the federal government today and will be
increasingly critical in the future.

To address the challenge of changany federal organizations amaplementing,considering or planning

for a broad based adoption of SOA. In order to effectively move to an SOA environment, an organization
must conductareful planning and assessments for a variety of organizational, architectural, and
technological challenges. With recent advances in federal enterprise architecture, federal chief architects
and chief information officers have a deeper insight into theeirrent IT architectures at all levels of
government. In most organizations, this visibility has exposed many inefficiencies and undesirable
redundancies, as well as disconnect between the promise and the reality of technology for improving
business outomes. In turn, this has led to a variety of consolidation initiatives and reengineering efforts at
all levels of the federal government.

While much of this guidande concerned with crosagency initiatives which leverage reuse efficiencies

and improvedorganizational performance, agencies themselves are faced with similar internal challenges.
Recognizing this concern, as well as others, OMB published the Federal Enterprise Architecture (FEA)
Practice Guidance [OMB, 2007b] that introduces Segment anti@@oArchitectures and their

relationships with Enterprise Architecture (EA) through a notional framework (see Figuoéthe FEA

Practice Guidance document). The Solution Architecture is equivalent to an IT system that is reconciled to
the Segment Atliitecture. The FEA Practice Guidance strongly indicates that Segment and Solution
Architectures inherit their structure, policies and standards andsable and sharable solutions from the
Enterprise Architecture. This is directly aligned with the dioectif Service Oriented Architecture.

Just as industry has adopted SOA best practices, it stands to reason that federal organizations will turn to
SOA best practices to optimize their IT and business architectures. SOA is not just a technology to be
leveraged,; it is a true paradigm shift and requires substantial organizational, cultural and management
changes to be effective.

Like most technological advances, SOA leverages the technologies and standards that preceded it. The term
G{ SNAOS hBJDEPNER sINDKEARSE & I R2LISR 6KSYy (GKS 2 2NI
established standards for integrating business systems over the Internet through the standardized use of

web technologies and protocols. The standards developed were designed to enadrledegteous

% This section adapted from
http://smw.osera.qgov/pgfsoa/index.php/Versionl.1#Introduction .5BDocument Section 1.5D
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distributed systems to interoperate through standard weelssed conventions modeled to support
distributed component architectured-or the purposes of this Best Practice, we will adopt the Organization
for the Advancement of Structured Informan Standards (OASIS) definition for SOA

SOA is a paradigm for organizing and utilizidgstributed capabilitiesthat may be under the control of
different ownership domains.

In this project CubeWerx USA udéd initial list of commaly-used termsand theirdefinitions and posted

iKSasS G2 GKS a/2y7FtdzSyO0Sé¢ LINR eR&ED@andBeftviothed @AR2 G A 2y & A
award recipientsTheterms and definitions were taken from authoritative sources, and the references to
thosesources e included in the listingWe alsacontinued to add to the list and refine the individual

definitions througlout the duration of the projegtNBE f @ A y 3 Y 2 & (Praktiddl @uidé té Fedeyal (1 KS &
Service Oriented Architecture (PGF $@A)sion 1.1 FirlaJune 2008.

CNRY NBOASg 2F (GKS & useidto yidwlgdversnaridospaBial capabilRiezygrévider i
2NBFYATFGA2ya FTNRY (GKS aSNWAOS LISNEEBGRI-AISO ¢KS a3
Government Service Urnibuld representhe geospatial capabilities ah organization at any level (i.e.,

department, agency, bureau, program, divisiontould represent a collaborative geospaiiatiative such

as wetland permittinghat includes multiple governent organizations.For the purpose of this document,

we definaed a Government Service Unétsc

An organization of government resources (automated systems, etc.) in the form of a standards-based
online service (OGC WMS, WFS, WCS, WMTS, CS-W, GSS, etc.) providing geospatial access,
discovery, processing, geosynchronization, transaction services on Internet cloud.

<< Government Service Unit>>

Senvices Services
Provided Consumed

Figure 1 - Government Service Unit

Figure2 ¢ Government Servicenit Providers and Consumedspicts multiple geospatiagovernment

service units in #roviderConsumerrelationship.The service model applies to the services the federal
government offers to its constituencieshe service model is apparent within the Federal Enterprise
Architecture(FEA) Business Reference Model and the Service Component Reference Model that the Office
of Management and Budget (OMB) has established as the overarching framework for understanding the
business of the US federal government [OMB, 2007a]. In particukaretationship between the Business
Reference Model and the Service Component Reference Model helps agencies begin to define their specific
service model as a combination of business and technology services. The service model is the core vehicle
to drive GeospatialSOA adoption and implementation.
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In the Geospatial Service Providéonsumer modedgencies move from an on-premise computing model to

access, discovery, processing & collaboration services on Internet cloud i leveraging shared Government
Service Units.

Shared Government Service Units may be accessed to perform mission critical business processes
like regulatory permitting. For example, data services supporting USACE regulatory permitting may
be provided by USACE, EPA, USFWS, Geodata.gov and USGS.

However,organizationdike USACE that are considering participation in an online shared NSDI must also
considerhow they carestablishdistributed security framewrks for role-based access control t§OA
resourceqFigure 3) These requirements will continue to increase as data access transitions into
collaborative data management with services like Web Feature Serveflransactional (WFS) and
GeoSynchroniziin ServiceSwhereloosely affiliated partiesollaborate on maintenance of shared
geospatial data resources

3 http://www.opengeospatial.org/standards/request4B
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Figure 3 - Shared geospatial Government Service Units casupport business processes like regulatory
permitting. In this environment role-based access contrdtameworks are essential.

USACE and Geospatial SOA

USACE is involved in all phases of Geospatial SOA development and deployment and brings extensive
enterprise geospatial data and systems experience to this effort. Geospatialrdhtystems are used
throughout USACE in support of planning, engineering and design, construction, operation, maintenance,
and/or regulation of civil works or military construction projects, and to support USACE functional areas
having responsibility forrevironmental investigations and studies, archeological investigations, historical
preservation studies, hazardous and toxic waste site restoration, structural deformation monitoring
investigations, regulatory enforcement activities, and support to Armtailagion maintenance and repair
programs and installation master planning functions.

USACE has adopted a corporate approach to implementiogpgéial technologyhat meets functional

business process requirements in harmony with Federal, State, andalgeacy programs. The intent is to
produce geospatial products more efficiently while serving customers. These efforts are in compliance with
Executive Order (EO) 12906, Coordinating Geographic Data Acquisition and Access, and with the National
Spatiall ® G F LY FNJF adNHzOGdzZNE YR h¥TFAOS 216, @obrgitatib$Sor Sy i
Geographic Information and Related Spatial Data Activities.
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The prime goal of USACE is to advance eGlIS, a shared spatial data infrastructure that will SA@&rt U
varied geospatial data needs. In order to be successful in USACE, a geographically dispersed organization,
eGIS is designed as a distributed architecture where Bagtinict andDivision is responsible for hosting

their data. The eGIS architecture ananodates desktop, clierderver, and Welbased applications. While
desktop applications have historically accommodated more powerful analysis software, developing
geospatial Web services and Whkhsed applications are maximized.

USACE believes that Geapl SOA, Web services and Wadised applications provide the easiest means

to integrate applications throughout a Divisiondaacross USACE. Open standasdsh as those developed

by the Open GIS Consortiy®@GCandimplemented by vendorgieed to be tilized to the greatest extent
possible in order to maximize interoperability between systems. USACE is also implementing CorpsMap, a
spatial portal that accesses a variety of existing US@& databases. It is an Internet mapsed display

and informaton dissemination system for various USACE databases that have geographically based
information in digital form. CorpsMap enables USACE information to be easily accessed, creates maps
easily, and integrates disparate databases. CorpsMap will provide thenisblevel geospatial view for

USACE.

USACE was aliee recpient ofthe first annual OGC Vision Awalithis award recognizes the outstanding
contribution the USACE has made to the organization and growth of OGC, an international public/private

partnership working to make geographic information and services openly accessible across multiple
platforms and devices especially Geospatial SOA.

SOA Development, Test, and Evaluation Lab

For this project a distributed SOA laboratory 8&rvices Developemt, Test, and Evaluation (DT&E)
Laboratorywas developed to

1 Reconcile requirements and expertise across organizations.

1 Provide a collaborative, distributed, senvogented build time development environment.

1 Demonstrate a secure, shared, seevariented runtime test environment where prototype
capability bundles can be adaptively verified and validated against common government
requirements.

i Execute scenarios and document Use Cases foibaded access control.

1 Document Best Practices

Usang this community SOA spaa@s a natural place to assessterprise requirementsnd consistent with
PGF SOA guideliné&hiletesting service performance in this type of federated environment was

challengingthe benefits of a common testing capabilitere substantialIn particular, theDT&Eensured
that Best Practices were implementable under regerational conditions.
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Figure 4 - Distributed SOA laboratory for Services Development, Test, and Evaluation (DT&E)
Laboratory

Requirements and Process Definition

In using theDT&ECubeWerx USA followed the general development pattern agreed upon by the three CAP
Category 2 awardees: model process and elucidate requirements, design and develop, implement and test,
deploy and monitor. The first step hasen broken down further into the following components:

1) Document Business Process

2) Create Concept of Operations

3) Develop Detailed Use Cases

4) Generate Technical Requirements

Our requirements gathering phase started during the proposal formulaiage. At that time wessessed
specific secure Geospatial SOA, Web services andddsdtl applications needs BSACEAfter
researching Rolbased Access Control to meet the operational needd®ACE, we proposed our solution
which was met favorablylhe proposed test environment fadlocumenting Best Practices for reéd@ased
access control in a distributed SOA and collabor&patial Data Infrastructure environment were
specifically designed to follow a SOA model imosely coupled architecture gable for USACE and other
agencies. In response to thesmuirements CubeWerx USA proposed the implementation of an ldentity
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Management Servicthat integrates the AuthenticationSingle Sigi©n and Roldased Access Control

operations. Howeverthe projectadoped the philosophy of usinguthentication methods defined by IT
industry-wide dforts - andfocused on defining simple, reusab®DI Access Control Rulesgranting access

to OGGservices by role, geographic extent, feature and SDI operatibne.approach is compatible with

industryg A RS S T F 2 Nlldéntitgehdydiefnd #¢ GNP DFARS |y AYyUGSNRLISNI o
digital identityusing multiple authentication mechanisnmeluding username and password, x509

certificates, OASIS security standards for Information Catds other methods, anthe Web Services

Protocol Stackhat includesWSSecurity WSTrust WSMetadataExchangand WS SecurityPolicy

After the project kickoff, CubeWerx USA esistidd an initiathe DT&Best environmentand a

secure version of the NSMeb Feature Servic®\F$ located athttp://frameworkwfs.usgs.govfor initial
project Use Case and Best Practice development. Initelddses were developed to capture the expected
way users will interact with the test service and are split into scenarios describing the steps taken to
accomplish a required task, using the system as a tool.

e Login
Other Client =

WFS Request

WFS
Response

WFS Request &
Response

WFS, WMS

SDI Access
Control Service

WFS Request &
# Response WFS

—y T b e

| Authentication || Access Controll

Virtual SACS

I Access Control| | Access Controll NSDI (USACE) Data Service

and SDIAccess Control Service

O-ther NSDI Services with Federation
Virtual SACS Fine-grained Access Control Rules:

Feature Constraints
Geographic Constraints
Role-based Contstraints
Operations Constaints

7

Figure 57 The basic access control sceniarincludes a USACE Client accessing resource at USACE
An alternate scenario includes a USACE Client accessing resource at USACE aatcbther locations in
the NSDI

Initial development followed this basitsage scenario and concept of operation:

1. USACEtakeholder equipped with a web based apption connects to the Identitylanagement
{ SNISNJ dzaAy3 | GFftAR GdzaSNYyIl YSk LI aaég2NREOD
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2. The Identity Management Server accesses a local atitla¢ion service and upon valid

authentication returns credentials tthe application.

3. Customer application, using the credentials, formulagegiests for web resources atfferent

site.

n® LRSyGAGe alyl3aISYSyd {SNBSNI SyF2NDSa GKS Odzal
p® LT 3INIYiEiSRI WdbadscuiceS Nd®giocdsdedjmudhallyi & T 2 NJ

6. Fine grain access control rules for OGC WR&&gare enforced by an SDI Access Control

Service

7. NSDI WFS returns appropriate Features.

This scenario isgpicted in Figure and highlights the two major depyment situations where data is
secured with the USACE enterprise and also leveraged across multiple NSDI enterprises.

Using theDT&Ehe project began describirthhe basic system roles, groups and their relationship to access
control rules in an NSDI argization.By specifyingules for web services, the SDI Access Control Service
can grant unrestricted access to geospatial SOA resources to some users, limited kinds of access to other
users, and completely deny access to yet another set of users. Ezetsamwntrol rule grants (or denies)
requests made by an individual or group of individuals, possibly depending on details associated with the
request. Referring to one or more web serviced/[jat"), a rule specifies, for a given set of uselift"),

the conditions under which access is to be granted to theidoi). A user can be associated witiles

within an organization ("Jeff isRortalManaget’) or with agroupwhose membership is known throughout
the system (e.qg., "Jeff is currently working®mject Katrind). Access control rules at any NSDI

organization can refer to these roles (e.gsrant access to arijortalManaget') and groups (e.g.Grant
access to any member Bfoject Katring).

Because rules will refer to user roles and nam&dfit access tdeffthe PortalManaget'), an SDI Access

Control Servicprovides a way to name users and mechanisms to manage user identities, including the
means by which users can be authenticated. A person is authenticated and assumes an identity by
demanstrating knowledge of a secret (such as a password), or possession of some other information, that is
associated with that identityTheSDI Access Control Senvias a flexible authentication framework that
supports multiple authentication methods. Boithenticate a user known to an organization, IMS uses
systems already used to authenticate users. This allows an organization to use existing authentication
methods. A user might be authenticated at an organization by providing a username/passwosl that i
recognized in the organization, or via X.509 certificates

Usng the initial using th®T&Ewe reviewed the business processes needed by the US Army Corp of
Engineers antbegan documenting these in a use case format agreed to by the Cat2gooject
participants. Information gathered provided us sufficient data to develop detailed use foasstem
interactions. ecifically, after reviewing severaasic scenar®we assessed there are lagiast five
potential system Actors involved in Rdlased Acess Control Use Cas&hese include:

1 USACBata Provider
AUSACE S D tlafaprovider maintains a locallyegionallyor nationallybounded vector dataset
for their own use and wishes as well to contributddoal,regional or natbnalaccess.

1 NSDDaa Provider
A dataprovider not in USACE that maintains a locadgjonallyor nationallybounded vector
dataset for their own use and wishes as well to contributéotal,regional or natonalaccess.

1 USACENd User
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USACEm users wish to discoveriew, and obtain current feature datasets which may cover any

part ofthe United State® dzi ¢ KA OK | NB Odzadi2YAl SR (G2 GKS dza SNJ
1 NSDEnNd User

End usersiot in USACE thatish to discover, view, and obtain current feature datasets which may

cover any part ofhe United State® dzi ¢ KA OK | NB Odzali2YAT SR (2 (KS
1 USACE Security Manage

Al {1/ 9 sedinfadagewho grantsunrestricted access to geospatial SOA resources to

some users, limited kinds atcess to otheusers access

The project team to then developed and refinedU8e @sesdemonstrating Rokbased Access Control
defined in Appentk B and summarized in Figurel6f f | OG2NR Ay GKS&S !'asS /FaSlSa

Access by %

Geography

NSDI
A?d End User
Roles (Public)

. Access by
Security Request
Manager Add User to Roles ~__

NSDI
End User
Edit Services Access Access by —  (Gowt)
Layer
USACE
Data
Provider Manage
Feature
Permissions
. . USACE
Single Sign-On End User
NSDI

Data Provider

ClientApp
AC%:JI

| T CubeWerx |dentity User Directory
| | Server
| 1.0 Login o

-

1.1 ValidataUsar

1.2 CheckUserDetsils |

1.4 Validata
1.5 [Resuls]

|
I
|
e - T T —— |
7 I
1.5 InitislizeInterfaca | |
| |
<] I I
1 ! l I
Figure 61 Role-basedAccess Control Use @se Diagrams wherd SDI 6 Pr ovi der &6 Actors are
of the I MS system and NSDI 1&Conss uansesrubmeAdc taolrls Aocnt otrhse nruis
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SOA Deployment and Acceptance

Using these roles and use cases, the project trstaldished three test scenarios to be executed from

October 2008 to mie2009. These scenarios are described in the following sections, and were documented
in various live forums including GEOINT 2008 (October 2008), the FGDC Homeland Security Wogking Grou
(January 2009), the HIFLD Working Group (January 2009), the first Geospatial SOA and Cloud Computing
Workshop (June 2009) and other venues.

Our effort assessed that these Actongayengage in at leaghe 10 Use Cases for RaltmsedAccess
Control.However, this model needed to be exercised in practice with a variety of data. Accordngly, t
further refine the Use Cases, Best Practices Aogss Control Rules we developed thtest scenari®
involvingrealworld deployment and operations:

1 Response ta Hurricanesvent along the Gulf coast of the Unit&diates
1 ACrossBorder SDI projegilanning event.
1 A USACEegulatory permitting business process

The Capstone scenario for the project deployed actual USACE data and applied all lessons lelagned to t
challenge of providing rotbased access to regulatory geospatial data.

Hurricane Response Scenario

The Hurricane response scenanas set on the Gulf Caiasf the United States (Figure @ndincluded
three test Roleg NSDI Useg ¥ W3UBACE EQGerc WY S, Aand KnMYSDI Dat&@roviderc W9 RNA O

Island of Galveston

| ik

uuuuuuuuuu

Figure 7 - The Hurricane response scenario was set on the Gulf Coast of the United States and included Public,
EOC and NSDI Service Provider Roles
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The scenario tested Access ControRmfe, Geographyeature and OGQperationusing a modification to
the prototype Framework Data Service located at http://frameworkwfs.usgs-Bosupport scenario
development and system testing vemgaged The Carbon Projéti extend itsNSDI viewer, Gaia, with a
Secue SDI Extension. This extension allowed the project teat@st and refine Best Practices assumptions
dzy RSNJ & A Y-4z2 NIl RR @ Rgkantplé of Bafax3® implgnenting Rbkesed Access Control
under simulated conditions jgrovided in Figur® below. This tool is available as a free download fipm

http://www.thecarbonportal.net/modules.php?op=modload&name=Downloads&file=index&req=v
iewdownload&cid=2

The Carbon Project also implemented Secure SDI tools in their extension to Ard2¢Skige, CarbonArc®
PRQ This tool allowed advanced functions such as-talsed tansactions from within ArcGIS, where data
update was limited to only authorized Roles.

¥ —

Secure SDI

Authertication senvice address
Fitps://auth cubewen com/ogi bin/dacs/dacs_a

4% SecureSDI_GalvestonBaseMapKeithStart - Gaia 3.2 - www.TheCarbonProject.com

Area High

e LS 8 .2 SR G, LSS AL T EOC Users i

7 Viaterbody High ‘.\ Password: [esewe Access by ROle,
|G e e | .\ e P l(:Beography,

7 Tncororated places Lahargiee eatu rg s

| Roads [7] Apply authertication cookis to all OGC queries Operat|0n5

Tl [Weteody High e

Identity Management Server (IM5)
http:fivrurwr cubewen: comiproguctsiims

4 Success!

Geospatial Session File loaded successfully

b i e = o
Gaia - Secure SDI =]

PAuthentication senvice address:
ps://auth cubewenc.com/cgibin/dacs/dacs_au

Public Users i
May be limited by
Role, Geography,
Feature,

omame:  ieff

unisdiction:  AUTH

Opera |0ns Get Authentication Coakie
Apply authentication cookie to all OGC queries
The Secure 50 service uses the Cubslerd
Identiy Menagement Server (IM5)
hittp:liwww . cubewen: com/; uctshims
Close
\‘E“‘ Fsktop\SecureSDI_GalvestonBaseMap_JeffFinal.gsf” -94.9722,29.2902 4
—

Figure 8 - The hurricane scenario developed test Access Control Rules for limitjaccess by Role,
Geography, OGC Request and Layer

* www.thecarbonproject.com
® http://www.thecarbonproject.com/carbonarc.php
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A key element of the Hurricane Scenario involved the development and modeling of Access Control Rules
developed by NSDI Service Providddyg.specifying rules for web services, the SDI Access ContrmeSer
granted unrestricted access to geospatial SOA resourcéiseddNSDI Service Provigéimited kinds of

access to other usemuch as EOC membeendin some cases completely deniadcess to yet another set

of usersEach access control rule grant@gn denied requests made by an individual or group of

individuals, depending on details associated with thguest. Referring to a secure version of the NSDI WFS
("What"), therules specifies, for a given set of user$Mfio"), the conditions under whichccess is to be
granted to them (How"). A user can be associated withleswithin an organization ("Keith & EOC
Membel') or with agroupwhose membership is known throughout the system (e.&eithis currently
working onProjectlke"). Access cdrol rulesthen referred to these roles (e.g.Grant access to ariyOC
Membel') and groups (e.g.Grant access to any memberRxrojectlke").

Established
by Service
Providers

Figure 9 -A key element of the scenario wadevelopment oftest Access Control Rules
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Figure 10 - Archite cture of the Hurri cane scenariousing the Framework WMS and WFS

Cross-Border Pipeline Planning Scenario

At 5,500 miles, the US and Canada share the world's longest common border and identifying critical
infrastructures is a vital function for organizaimin the crosdorder region. With thisequirementin

mind the CrosBorder SDI Project scenari@s set on the border of the United States and Canada, and
included twotest Rolesand focused on Sing8igrOn(Figure 1]¢

wPlanning Commission Engarén USg Brendd2
wPlanning Commission Engineer in CanadbY S A i K Q

In this scenario amternational Planning Commissi@sreviewing plans foanew oil pipelineThe pipeline

is to arry crude oil from western Canada provintesefineries in US,ral the Planning Corridocrosses
Montana/Saskatchewan bordefheReview infrastructure in Planning Corridor & rapidly develop a report.

To support scenario development and system testing we used THéXlE 2y t NB 2 S OirfaithD | A |
a Secure SDI €ensionandprototype securdVeb Feature Services deployed in Montana and Cahada

This scenario also deployed a Wadised application for Singf&ign on using Open Layers (Figure T2js
CrossBorder mashup merges Google Maps, OGC WMS and WF& SBtand FGDC Emergency Mapping
Symbology and provides an easy way to make sure critical geospatial information goes to the people who
are supposed to have it.

® http://www.thecarbonproject.com/gaia.php
" http://www.thecarbonproject.com/Projects/crossborder.php
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4% XBorder_PipelinePlanningCorridors_ZoominMap - Gaia 3.3.0 - www.TheCarbonProject.com

Gaia - Secure SDI B
ool [ ee @ a> O EG 925 5 Adthertication service address:
o School (point) = ‘auth.cubewenc.com/cubewens/cubewen:_ssa php
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School fpoirt Usemame:  keith
ool o) [a] )
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Communication 3 NS havon

Tower fpoirt) @

e (4] Planni Domain Credential header -

4]
(2) | Tower (point) Nomar Corrid(r)lrg TR B DACS:CUBEWERX:
Microsoft Wl Eath myplacsishere com | DACS:CUBEWERX:....
- s | ctsmeanacca | DACSCUBEWERX: |~
7] County or equivalent | | '{m ——
N The Secure 50/ senvice uses the Cubeleod®
@ State ortenktory ¢ Identiy Management Server (IMS)
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}":' . S Fefney = a uccess!
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Geospatial SOA
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Service*
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Figure 11 - The CrossBorder SDI Project scenario was set on the border of the United Sta¢ and Canada, and
included two test Roles focused on Singl&ign-On

@C;ssBorderSDTf,H tion Node
File Edit View History Bookmarks Tools Help ¥
€ -2 -E O 60w ‘ &[+[»] [G=]Google =

P Getting Started L) Latest Headlines

'&:mss Border SDI

[ Map Config 1[ QC - Server |[SMT=Server|
= T | @] : E{-g’ﬁ ‘Lﬂ
gy T e

>

e
=" Pincher m
,’ o Raymond
°
T II] Hogs Gas Storage Facility (point) - MT
A B
\ P
(B H =i
L )
~ o Border Crossing (point) - QC
AN Cardston
N ,
\\\(Ji!énm Lakes @

National Park=

M e
4 -

=TT ilry

SRy ri

/ (4]

-, 5

||| Done l ) =

Figure 12 - Cross-Border mashup merges Gogle Maps, OGC WMS and WFS, Access Control and FGDC
Emergency Mapping Symbology
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This scenario was demonstrated in multiple public venuestiad®ingle Sigon sequence using Gasa
available for review online at

http://carboncloud.blogspot.com/2009/03/crosborder-demo-usingsecuresdiwfs.html

During this portion of the project we documented the mechanisrmpravide certificatebased credentials
for open geospatial services, including secure Web Feature Servicest@/gBB)are client applications
From the client perspective there are two key functionalities

1 Logging into an Authentication Service to access the credentials needed.

1 Applying theseredentials to OGC WFS services to enable response to queries with information
according to the user rights and access rules.

The system can be used in a distributed environment which requires any software client to apply
corresponding certificates to nespecific ubiquitous serversto support the Secure SDI system The Carbon
Project used the CarbonTools PR@pability to alter the HTTP request at the communications layer, and
add new functionality to its Galgthrough an Extender API phig) and CarbnArc® PR®products.

To get the required user credentials the client application needs tinloeg a Secure SDI Authentication

service. In order to achieve that functionality, The Carbon Project added a tool in the form of a dialog that

allows the userd type in a user name and passwoFigure B). The user can also set the authentication
ASNIBBAOS !'w[ FYR FTRR Iy 2LIA2yIf 2dNAARAOGAZY LI NI Y
I NERSY(GAlIfaQ odzid2y ¢Af the afitBetitiCskion 8ekviBe. This pracesg iFdo@NB RS y (i
through a simple GET type HBFequest. For usability purposes the Web call to the authentication service

is performed asynchronously.

Once the service responds the client analyzes the XML payloadhamdlliTBheaders. The XML part of the
NEaLRZyaS 02 WiYAS NBE FUSORYIOSSP ¢ KAa @FfdsS ffS2ga GKS
KSFRSNAR FyR O02fftSOG (GKS 2ySa (KFIHIYSNGS ONBKR SGNBR S yai
contains a domain reference. The client adds the information to the CarbonTools PRO -dpecfic

headers.

CarbonTools PRO provides the distinct ability to control the Bietfaests sent to OGC Web Services. This
level of control over the communication lawyis crucial for the Secure SDI implementation. By managing a
global header list with specific domain constraints CarbonTools PRO can decide what headers should be
added to the HTT®equest before being sent to the OGC service. Therefore, the certsicgthered by

the client will now be considered prior to any Web request. To apply a certificate CarbonTools PRO first
compares the target URI and the domain of each certificate. If the domain matches the URI the certificate is
used. This process does radtect the query payload in any way.

& www.carbontools.com
% http://lwww.thecarbonproject.com/gaia.php
1% http://www.thecarbonproject.com/carbonarc.php
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Gaia - Secure SDI ]
Authentication service address:
4R XBorder_Pip| ‘auth cubewenx.com/cubewenc/cubewenx_sso php peCarbonProject.com o|E
= . 5= Usemame: keith =
Logging into = THENR RS =
secure SDI jorosolf] Fassword: [eeses .
services now... Jurisd
County P
E Get User Credentials i
v State o 1
v — Domain Credential header - o= 2
Toporad DACS:CUBEWERX:: o 3
]:aaue v G Pipeline 4
MODIS 7 Construction 5
Planning 6
The Secure SDI service uses the CubeWern® i
\ Idensity Management Server (IMS) Coridor
Me too, with my
account...
lpeine C{ Success! i
Planning Coutt
Hillside L
————————————— Colony P S m——
8 U.S. Refinery "< %
~ U.S. Refinery \Sunburs o e
| U.S. Refinery
A il 1)y \m
N g Fordig
U.S. Refinery Kewin Ofmory® 9
[ Asoa
’ Geospatial Session File loaded successfully -112.0486,49.6877 49 UER 75635 4441 (NADS83) ~ .:

Figure 13- To get required user credentials, client applications need to leig to an Authentication
Service

Since the certificates are inspected and applied at the communication layer of CarbonTools PR@sall que
are affected Figure 3). Therefore, gettingervice Description (called@abilitieg, features or performing
transactions on a WFBwill all use the appropriate certificate. Furthermore, if a user has more than one
certificate associated with theesvice, for example by belonging to more than one authentication group, all
credentials will be applied to the query.

Ly OIF&asS |00Saa Aa y20 3INIYGSR (GKS aSNIBSNI NBGdz2NY &
CarbonTools PRO internaéssages log. In Gaia, for example, this will result in the inability to read the
service capabilities or perform any updates on data layer coming from the secured service. When access is
granted the user can access the service normally, allowing capehifitiatures and maps to be read.

However, the response will take into account the privileges granted to the certificate holder by the
management system.
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Figure 14 - Once the credentials are acquird they were applied to both the US and Canadiai/FS in
the security jurisdiction

USACE Regulatory Scenario

The capstone scenarfor the projectdeployed actual USACE data and applied all lessons learned to the
challenge of providing rotbased access to regulatory geospatial datairBubscenarios werexercised:

1 Publicg Demonstrates unprotected access to a subset of data elements on issued permits
to allusers.

1 EPA Region HIDemonstrates providing jurisdictional information on Pending Actions to
EPA Region.ll

I State of California Demonstrates athenticated access to consistent view of USACE data
in State of California, across 3 USACE districts

1 USFWS Region NDemonstrates providing permanent wetland impact data to USFWS

Region IV

The demonstrationgdlustrated role-based access to USACBulatory data, using four different scenarios,
four roles, fourusersandone simulatedCloudbased Servicecomponentdeployed as a functional WFS
Each user belongs to one role:
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Each role's acces®ntrolrules demonstrates a differersipatial anchon-spatial filter developed according
to input provided by USACEhe map configuration for this scenario used Google Maps from the
background and secure CubeWerx Wa#tel WFS for regulatory data overlays.

ThePublic Scenaridlustrated openaccess to a subset of data elements on issued pelffiggire 5). The
W/ FEATF2NYALFQ {OSYI NA2 RSY2yaidNlriSa LINRPGARAY3 | K
the State of California with data across multiple USACE districts (Figue k6§ W9t ! wS3IA2Y HQ
demonstrates providing Jurisdictional information on Pending Actions to EPA Region Il (Figurbel

USFWS Region 8¢enario demos providing peament wetland impact data to USFWS Region IV (Figure

18).

@@v £ https://sdi.cubewenc.com/usace/ = | %4 | X || oge reference architecture P -
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‘-,— - . |

“US"Army Corps of Engineers

RNY P J B Headquarters
USACE Role-Based Access Demo: Regulatory Actions FY09 (Public View) [instructions] [Map Config] ;D%?_Ed in as pul roles- Logout
ublic

: .‘ “\ v . ﬁn AT Y % '—-4 '\"‘;_-\
R ) .‘. Calgary ) .‘ "E\‘a* / ;)nlanu ‘_; l,q?gbe:lh :’

0

“wy, :

. i
b Newl Ea
Brunswick = Merince)

4 - Nova T Edward

Scotia| lsland

Gulf of
Mekico

Mexico Ualtiabe

This Scenario Provides Unprotected access to a subset of data elements on issued permits to the world
& @ Internet | Protected Mode: On

Figure 15- Public Scenario, open access to a subset of data elements on issued permits
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K3 - 2] httpsi/scicubewenccom/usace/
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Figure 1871 Final scenario demos providing permanent wetland impact data to USFWS Regidk

A key element of the regulatory scenario was the use of actual USACE permitting data tp Aeueks
Control Rules to modetatworld deployment challengé&igures 1719).
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Best Practices - Access Control Rules for OGC Services

This section describes the structure of thecess ContrdRulesdeveloped andleployed by CubeWerx

during this projectThese Access Control Rules have been defined through an XML Schema using an XML
file that can be dynamicailparsed by an OGC compliant GovernmemtiSeUnit such as a Web Feature
Servicd WFSpr Web Map ServicBVMS)

As presented in the Access CaitKML Schema below, tlwentents of the rooiAccessControlRules
element are zero or moreRule> elements, each having a mandat@ppliesTattribute. Unlessan
Authentication server product is being used, oohe <Rule>element withappliesTo="everyhdy" needs to
exist As indicated by the attribute value, this rule applies to all users.

The<Rule>element contains one or moreAllowedRequestsand <AllowedLayerselements. When only a

single rule is present, each of these elements should be presdaastonce.An<AllowedRequests

element specifies which requests should be made available fosehdce specified by theerviceattribute

(where* YST ya al ffé0d L gAldv2ayid<Exdliddelethdnts leach ®midiniBgithehadme

of arequest (wher¢emeansa | £ t ¢ 0 ® ¢KS aSid 2F Ffft26SR NBljdzSada 2
requests itemizedby the <Allow> elements minus the union of the requests itemized by tkclude

elements.
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Similarly, the<AllowedLayers element pecifies which layers should be made availdbtehe named data
store specified by theataStoreattribute (where* Y S| ya & | f f of a séried ofAllddv2ayidi A a U
<Exclude elements, each containing the name of a layer (whe¥eS | y & & | t of allawed layetsSs
the union of the layers itemized by tk&llow>elements minus the union of the layers itemized by the
<Exclude elements.

a
as

An example W help clarify the use of an Access Control rule XMLXiML document:

<AccessControlRules

<Rule appliesTo="everybody"
<AllowedRequests service="WMS"
<Allow>* </Allow>
<ExcludePutStyles/Exclude
<ExcludeExtrack/Exclude
</AllowedRequests
<AllowedRequests service="WBS"
<Allow>GetCapabilities/Allow>
<Allow>DescribeFeatureTygéAllow>
<Allow>GetFeature/Allow>
</AllowedRequests

<AllowedLayers dataStore="3"
<Allow>* </Allow>
</AllowedLayers

</Rule>

</AccessControlRules

These rules state that all users have access to every WMS request exdeptStriesand Extract and also

have acess to the three specific WFS requdstiCapabilitiesDescribeFeatureTypend GetFeature

Access to every layer in every data store listethendataStoreqor activeDataStorésconfiguration

parameter is grantedlt should be noted that Rules expligigrant access. No rule explicitly restricts

access. So a complete absence of rules indicates that no access is permitted. Each rule created explicitly
grants access to users or group of users.

The base elements of the rule file dRelleelements.Rule elements contain an attribute indicating who the
rule applies to, using a set of one or maxkowedRequestand AllowedLayerglements. AllowedRequests
elements refer to OGC Web Service Requests. The Service type (WFS, WMS etc) is specifigithate an at
of the AllowedRequestslement. AllowedLayerglements specify which layers (or features) in the service
the user indicated by the rule may have access to. BotttlmevedRequestand AllowedLayerglements
containAllowand Excludeslements. Wht each rule allows is the union of Adlowelements minus the

union of itsExcludeelements. Allowand Excludeslements inAllowedLayersnay have an optional area
syntax, indicating a geographical area that the Allow applies to.

The full Rule file $ma is provided below:

<schema
targetNamespace="http://schemas.cubewerx.com/namespaces/accessControl"
xmlns="http://www.w3.0rg/2001/XMLSchema"
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xmins:accessControl="http://schemas.cubewerx.com/namespaces/accessControl"
elementFormDefault="quéled"
version="0.0.2">

<element name="AccessControlRules">
<complexType>
<sequence>
<element ref="accessControl:Rule"
minOccurs="0" maxOccurs="unbounded"/>
</sequence>
</complexType>
</element>

<elerment name="Rule">
<complexType>

<choice minOccurs="0" maxOccurs="unbounded">

<element ref="accessControl:AllowedRequests"/>

<element ref="accessControl:AllowedLayers"/>
</choice>
<l--The "appliesTo" attribute is a conaaseparated list of -->
<l--username, groups and roles that this rule applies to. -->
<l-- Usernames are of the form "[<jurisdiction>:]<user>", and->
<!I-- groups and roles are of the form "%[<jurisdiction>:]<group=*"
<!l--In both cases, either or both of jurisdiction and user/group
<l--can be "*", meaning "all" (or the jurisdiction name and colen
<l-- can be left out completely). Three special usernames exist:
<I--"[<jurisdiction>:]Jauth", meaning any authorized user of the>
<!-- specified jurisdiction, "unauth", meaning any user who is>
<!l-- not authorized at all, and "everybody", which matches al>
<l--users. Note that "everybody" MOT the same as "*:*", but-->
<I--|S the same as "auth,unauth". -->

<l-- Unless the CubeWerx Identity Management Server proekct
<l--is in use, the only valid value for this attribute-is
<l--"everybody". -->

<l-- More than one rule can apply at any given time. i
<l-- this situation, access is granted to the union of what
<l--is granted by each of the applicabldeu -->
<attribute name="appliesTo" type="string" use="required"/>
</complexType>
</element>

<element name="AllowedRequests">
<l-- The set of requests that this element grants access-to
<I-- for the specified serge (where "*" means all) is equal>
<!-- to the union of the requests itemized by the <Allow>->
<!I-- elements minus the union of the requests itemized by the
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<l-- <Exclude> elements. Each <Allow> and <Exclude> elersent
<l-- specifies the name of a request (where "*" means "alt*».
<complexType>
<choice minOccurs="0" maxOccurs="unbounded">
<element name="Allow" type="string"/>
<element name="Exclude" type="string"/>
</choice>
</compexType>
<attribute name="service" type="string"/>
</element>

<element name="AllowedLayers">
<l-- The set of layers (and areas) within the specified named
<l-- data store (where "** means all) that this element grants
<l--acess to is equal to the union of the layers (and areas)
<l-- itemized by the <Allow> elements minus the union of the
<l-- layers (and areas) itemized by the <Exclude> elements.
<l-- -->
<l-- The values of <Allow> and <Exclude> are of the form>
<l--"<layerName>[<area>]" where rawLayerName can be "**->
<l--meaning "all". If no area is specified, then the entire
<!l-- layer is allowed pexcluded. -->
<l-- An area is specified with the following syntax: -->
<l--"{<x1>,<yl> <x2><y2>,...[,<coordinateSystem>]}".-->
<!I-- If only two pairs of coordinates are given, then the-->
<!l-- coordinates are interpreted as being the two opposing>
<!l-- corners of a box. If more than two pairs of coordinates
<l-- are given, then the coordinates are interpreted as beirg
<!l-- the points of a polygon. If theoordinate system is -->

<!l-- omitted, WGS84 Geographic is assumed. ->
<l--E.g.: -->

<l-- <AllowedLayers dataStore="Foundation"> ->

<l-- <Alow>GTOPO3&10,25;100,40,EPSG:4326}</Allow> -->
<l-- </AllowedLayers> ->

<complexType>
<choice minOccurs="0" maxOccurs="unbounded">
<element name="Allow" type="string"/>
<element name="Exclude" type="string"/>
</choice>
</complexType>
<attribute name="dataStore" type="string"/>
</element>

</schema>
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Best Practices - Access Control Rules with
Authentication Service

If an Authentication service product is bginsed, access control can be defined on a-byarser basis.
Digital credentials with zero or more authenticated usernames, groups and roles identifying the current
user can be used. Several rules can be specified #acessControlRuleslocument, whee each rule can
apply to a different set of usernames, groups and/or roles. apmiesTattribute of a rule is a comma
separated list of username, groups and/or roles that the rule applies to. Usernames can béaoiithe
[jurisdiction]user, and group®nd roles are of the forrofurisdiction]group. In both cases, either or both

of jurisdiction and user/groupcanb& Y S+ yAy 3 alffé¢ 02N §KS 2dz2NARARAOGA
completely). Three special usernames would typically exists in sabhezture:[jurisdiction]auth,

meaning any authorized user of the specified jurisdictiorguth, meaning any user who is not authorized
at all, andeverybody which matches all users. Note treterybodyis not the same ag:*, butisthe same
asauth,unauth

A user may match more than one rule. For example, if a user is authentica@d @®bwhich is part of

the group%CW:mygroupthen all rules that includ€W:boh %CW:mygroupCW:*auth or everybodyin

the appliesTdist will be active. A user hagcess to the union of thihings that his or her matching rules
grant. It is important to note that a rule can only graicess; it can never restrict access. In the absence of
a matching rule granting specific accabg, default is todenyall access.

The following example illustrates the usefimle-grainaccess control rules in an environmerging an
Authentication service

<AccessControlRules

<I-- Every user, whether authenticated through CubeWerx IMS>or
<l-- not, has access to the basic Wigsrations and a->
<!l--foundation data set:->

<Rule appliesTo="everybody"

<AllowedRequests service="WMS"
<Allow>GetCapabilities/Allow>
<Allow>GetMap</Allow>
<Allow>GetFeaturelnfe/Allow>
<Allow>GetLegendGraphizAllow>

</AllowedRequests

<Allowedlayers dataStore="Foundation"

<Allow>* </Allow>

</AllowedLayers

</Rule>

<l-- Any user that has been authenticated through CubeWerx-WS
<!I-- also has access to the WMS Extract operation-and

<l--the VMAP Level 1 data set>

<Rule appliesTo="autk"

<AllowedRequests service="WMS"

<Allow>Extract/Allow>

</AllowedRequests
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<AllowedLayers dataStore="Vmapl"
<Allow>* </Allow>

</AllowedLayers

</Rule>

<l--Users CW:jim and CW:bob work with satellite data,

<--a2 (KS2@QNB I f a2ayadNdftfed>SR | OO0Saa a2 &t f
<!I-- Satellite data store, with the exception of the

<l-- 1meter ortho layer-->

<Rule appliesTo="CW:jim,CW:bob"

<AllowedLayers dataStore="Satellite"

<Allow>* </Allow>

<Excludelmeter ortho</Exclude

</AllowedLayers

</Rule>

<I--User CW:frank is granted access to the WMS GetStytes
<!I--and PutStyles operations>

<Rule appliesTo="CW:frank"

<AllowedRequests service="WMS"
<Allow>GetStyles/Allow>

<Allow>PutStyles/Allow>

</AllowedRequests

</Rule>

<l-- Any user that has beeauthenticated with an CubeWerx IMS
<I--username that is in the %CW:admin group has aceess
<l--to everything.-->

<Rule appliesTo="%CW:admn##n"

<AllowedRequests service="3"

<Allow>* </Allow>

</AllowedRequests

<AllowedLayers dataStore="3"

<Allow>* </Allow>

</AllowedLayers

</Rule>

</AccessControlRules

In the Access Control rule XML file presented abevery user, whether authenticated througthe Access
Control Frameworlor not, is granted access the basic WMS operations and a foundation ds¢é No

other rule can override this basiccess (because, remember, a rule can only grant access; it can never
restrict access). If theser is authenticated throughhe Access Control Framewak being use€CW:boh

then that user also has access t@WMS Extract request and the VMAP Level 1 data set (because of the

authrule), as well amost of theSatellitedata store (because of th@W:jim,CW:boloule). If this user is
alsoauthenticated as a user who is in tB&eCW:admimgroup, then he has acceseverything.

The<Exclude line in theCW:jim,CW:bolbule doesnot mean that he is denied access to thmeter ortho
layer,onlythat that particular rule does not specifically grant access to it.
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Best Practices - Access Control Rules based on
Geographic Areas

In addition to keing ableto grant access to specific layers, it is also possibgant access to specificeas

The full syntax of theAllow>and <Exclude elements of the<AllowedLayerselement in an
<AccessControlRuleXML document isayerNaméared, wherelayerNamecanbe*> Y S| yAy 3 ol £ f ¢
area isspecified, then the entire layer is allowed or excluded. An area is specified with the follewmitac:
{xLy1x2y2,...[coordinateSystefh. If only two pairs of coordinates are giyehen the coordinates are

interpreted as being the two opposira@rners of a box. If more thawo pairs of coordinates are given,

then the coordinates are interpreted as being the pointagiolygon. If the coordinate system is omitted,

WGS84 Geographis assumed.

For example,

<Allow>GTOP0O30110,25;100,40,EPSG:43RBAllow>

grants access to the area of t&TOPO3yer that lies within the WGS84 Geographic box with
corners-110,25 and100,40. Similarly,

<Allow>GTOPO3dAllow>
<ExcludeGT0”03@-110,25;100,40,EPSG:43R3EXclude

grants access to all @TOPO3with the exception of the area that lies within the WGS84 Geographic hox
with the corners-110,25 and100,40. For a more complicated example, consider the following set of access
control rules:

<AccessControlRules

<Rule appliesTo="everybody"
<AllowedRequests service="WMS"
<Allow>* </Allow>

</AllowedRequests

<AllowedLayers dataStore="Foundation"
<Allow>*{0,4,8,12,EPSG:43RAllow>
<Exclude*{3,0,3,10,13,0,EPSG:4324xclude
</AllowedLayers

</Rule>

<Rule appliesTo="everybody"
<AllowedLayers dataStore="Foundation"
<Allow>*{5,2,10,7, EPSG:43RpAllow>
</AllowedLayers

</Rule>

</AccessControlRules

It should be noted that th6ACRchema used in this projeis a simple, furtional subset of
XACML/geoXACMIbut specifically focused on the requirements of OGC SDI (WMS, WFS, WCSMESS, CS
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etc.). The project team believes it may be véagneficial for this type of simple Access Control Rules
encodings to advance foie NSDI.

Best Practices - User-centric Access Control and
Authentication

Thist 00Saa /2y aGNRf LINRP2SOG S@Ffdzr iSR | FNIXYS@g2N] GKI
Web 2.0 and addresses security concerned and access control issues related tmg€ss data services

in a distributed and access controlled environment. Simply presented, access control comprises an
authentication procesg the means by which a user establishes its identity, and an authorization process

the means by which a systedetermines whether access to a resource should be granted to the user.

Under Web 1.0 authentication, these processes were dictated by each site; the concept of identity was site
centric. Under Web 2.0, identities are usantric. Usercentric digital iy G A G AS&a> f A1 S I RNA
passport are portable and it is expected that they will be widely recognized and used for supporting privacy
requirements over the Web in the years to come. Supporting such standardized digital identities is a shift

from ad hoc applicatioicentric authorization mechanisms to usegntric and organizaticdriven

authorization. Web 2.0 applications are also leveraging common, external authorization services managed

by identity provider organizations.

A practical designfahis technology cannot be based on a centralized system to which all participants are
subordinate. A technology architecture for such collaborative systems must provide a framework allowing
participating organizations to recognize multiple authenticatinethods, multiple authorization
organizations, and portable standardized digital identities held by users in peer organizations that can be
used to grant access to their data resources based on those identities and associated roles. It must be
possible 6 quickly define and reefine access control rules ghe-fly either to widen or further remove
access already granted as needed during an emergency situation or for any other requirements.

Until now, authentication processes have been dictated by &deb service provider forcing each user to

register and provide personal information at each service provider site prior to receiving access to a service
provider site. Currently, the most commonly used authentication method exercised by our software

applid GA2ya A& GKS GdzaSNJ ylIYSk LI aa62NRé YSGK2R® al 2;
authentication mechanism has forced the software industry at large to react and developed new Web 2.0
security specifications. Standards organizations such as @as¢Swvith many large private organizations

have paved the way with standards such asS¥8urity.

But the large majority of our current security implementations are stills@etric. Cube\Wrx team

believes that there isufficient technology momenturim the IT Industry and capacity available that

indicates that authentication processes are shifting to a wsgtric mechanism supported by Web 2.0
G§SOKy2t23ed [A1S | LI &aLRNI 2N I RNX ZSdRppliaiorOSy & S
centric authorization mechanisms and moved to usentrolled and organizaticeentric authorization

mechanisms. Within an SDI environment, a practical design and implementation ofeeusac

authentication mechanism has to be based on a secorgyasystem that provides secured access to Web
resources operated in a collaborative and distributed environment.

During this project, The Carbon project and CubeWerx have explored and deployedosear Access
Control and Authentication service$he Authenticationapproachmodeled in this projects compatible
with IT industryg A RS S ¥ T 2 NldentitgMeMBydtend B¢ GINB OARS 'y Ay dSNERLIS
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http://en.wikipedia.org/wiki/Identity_Metasystem

for digital identityusing multiple authentication mechanisms including username and password, x509
certificates, OASIS security standards for Information Caatslthe Web Services Protocol Statlat
includesWSSecurity WSTrust WSMetadataExchangand WSSecurityPolicyFigure 23 In particular,
thisBest Practicéor Rolebased Access Contadopted the philosophy of usinguthentication methods
defined by IT industrwide eforts andfocused on defining simple, reusabBDI Access Control Ruies
granting access t®@GGservices by role, geoguhic extent, feature and SDI operations. This approach adds
significant new capability for deployisgrvice componentby allowing organizations to optimize data
services and reduce costs.

Figure 23 - The Authentication approach modeled in this project is compatible witHT industry -wide
efforts

Best Practices - Access Control Rules at Government
Service Unit Level

Besides the needs to respond to security concernsaataa with allowing access t@gspatial data based
on digital identities, CubeWerx developed technology to support dynamic access control rules to data
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