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Executive Summary 
 
This project has developed Best Practices for one of the most important, but least understood, areas of 
Geospatial SOA ς Role-based Access Control.  Development was coordinated with other 2008 Category 2 
recipients and satisfies multi-agency requirements through the modeling and deployment of business 
processes and related geospatial service components.  These Best Practices will help the NSDI to shed rigid 
and inward-looking approaches and transform into a more agile, responsive and customer-centric 
framework driven by collaborative partnerships. Of particular interest was the advancement of technology 
to support regulatory interoperability between organizations like USACE, EPA and others.  

http://www.cubewerx.com/
http://www.cubewerx.com/
http://www.cubewerx.com/
http://www.usace.army.mil/
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This effort is important because Geospatial SOA based on OGC® and other standards are strongly 
influencing development of the Federal Enterprise Architecture (FEA) Geospatial Profile1, especially data 
access and update. These efforts have matured to a point where broad acceptance is now dependent on 
the capacity to secure data resources. In fact, organizations like USACE that are considering participation in 
the NSDI must also consider how they can establish distributed security frameworks for role-based access 
control to SOA resources. These requirements will continue to increase as data access transitions into data 
management with services like GeoSynchronization and Web Feature Server- Transactional (WFS-T)  
where loosely affiliated parties collaborate on maintenance of shared geospatial data resources. 
 
Specifically, the lack of adequate Access Control solutions have contributed to a situation where many 
organizations have been avoiding deployment of their OGC services like WFS-T on the Web. The lack of 
such controls has forced data providers to adopt data sub-setting techniques to isolate access to geospatial 
data based on different projects, users, groups of users, etc.  But such approaches have been proven to add 
hardware, software, implementation and maintenance costs for organizations deploying their OGC-based 
Spatial Data Infrastructure (SDI) services on standalone servers or cloud computing platforms. 
 
To meet this challenge, this project defined and documented Best Practices in Geospatial SOA for Role-
based Access Control. This project leveraged CubeWerx and OGC investments in developing solutions to 
solve this important security challenge. The capability was deployed as part of a distributed SOA laboratory 
for Services Development, Test, and Evaluation (DT&E) designed to drive out Best Practices.  Rather than 
dictating policies, the goal was to support policies already available in most organizations and provide 
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secure, flexible, extensible components for supporting SDI Access Control Rules (SACR). These components 
were invoked in open geospatial web services, allowing the simulation of trusted organizations in a 
federation, reuse of existing authentication methods and definition of new access control rules.  Scenarios 
ranging from a hurricane response along the Gulf coast, cross-border information sharing, and regulatory 
permitting were executed and common Use Cases derived.  
 
The resulting Access Control Rules were defined in an XML Schema using an XML file that can be 
dynamically parsed by OGC-compliant Web services.  With this approach Authentication services can 
provide access control on a user-by-user basis. For example, several rules can be specified in an 
<AccessControlRules> document, where each rule can apply to a different set of usernames, groups and/or 
roles. 
 
The approach modeled in this project is compatible with IT industry-ǿƛŘŜ ŜŦŦƻǊǘǎ ǿƻǊƪƛƴƎ ƻƴ άIdentity 
Metasystemsέ, OASIS security standards for Information Cards, and the Web Services Protocol Stack that 
includes WS-Security, WS-Trust, WS-MetadataExchange and WS-SecurityPolicy.  In particular, this Best 
Practice for Role-based Access Control adopted the philosophy of using Authentication methods defined by 
IT industry-wide efforts and focused on defining reusable SDI Access Control Rules for granting access to 
OGC services by role, geographic extent, feature and SDI operations. This approach adds significant new 
capability for deploying service components by allowing organizations to optimize data services and reduce 
costs. 
 
While the project demonstrates certain ŦǳƴŎǘƛƻƴŀƭƛǘȅ ǎǇŜŎƛŦƛŎ ǘƻ ¦{!/9Ωǎ ƴŜŜŘǎΣ ƛǘ ŀƭǎƻ ŘŜƳƻƴǎǘǊŀǘŜǎ 
capabilities that have value across all application and geospatial data stewardship domains, and provides a 
strong foundation for the NSDI and Geospatial Line of Business (LoB) across the government.  
 

http://en.wikipedia.org/wiki/Identity_Metasystem
http://en.wikipedia.org/wiki/Identity_Metasystem
http://www.oasis-open.org/news/oasis-news-2009-07-16.php
http://en.wikipedia.org/wiki/Web_Services_Protocol_Stack
http://en.wikipedia.org/wiki/WS-Security
http://en.wikipedia.org/wiki/WS-Trust
http://en.wikipedia.org/wiki/WS-MetadataExchange
http://en.wikipedia.org/wiki/WS-SecurityPolicy
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Project Narrative 
 
 

Introduction and Background 
 

This document outlines Best Practices for one of the most important, but least understood, areas of 
Geospatial SOA and Geospatial Cloud Computing ς Role-based Access Control. Development of these Use 
Cases was coordinated with other 2008 Category 2 recipients and helps satisfy multi-agency requirements 
through the modeling and deployment of business processes and related data and service components.  
Documentation of these Best Practices also helps the National Spatial Data Infrastructure (NSDI) shed rigid 
and inward-looking approaches and transform into a more agile, responsive and customer-centric 
framework driven by collaborative partnerships.  Of particular interest was the advancement of technology 
that can support regulatory data interoperability between organizations like USACE, EPA and USFWS. 
 
This effort is important because Geospatial SOA based on OGC® and other standards are strongly 
influencing development of the Federal Enterprise Architecture (FEA) Geospatial Profile1, especially data 
access.  These efforts have matured to a point where broad acceptance is now dependent on the capacity 
to secure data resources. In fact, organizations like USACE that are considering participation in the NSDI 
must also consider how they can establish distributed security frameworks for role-based access control to 
SOA resources.  These requirements will continue to increase as data access transitions into collaborative 
data management with services like the Web Feature Server- Transactional (WFS-T) and 
GeoSynchronization Services where loosely affiliated parties collaborate on maintenance of shared 
geospatial data resources. 
 
To meet this challenge, this project defined and documented Best Practices in Geospatial SOA for Role-
based Access to GeoData as a key component of USACE and NSDI Business Process requirements. This 
project leveraged /ǳōŜ²ŜǊȄΩǎ ƛƴǾestment in developing solutions to solve this important security 
challenge.  Specifically, CubeWerx has tested and deployed an access control framework to facilitate secure 
sharing web resources and manage the roles of participants in such a way that each jurisdiction/data 
publisher maintains autonomy of its published web-enabled data resources.  
 
This project leveraged CubeWerx and OGC investments in developing access control frameworks to solve 
this important security challenge.  The framework manages identities and enforces role-based access 
control rules on web resources. Rather than dictating policies, its goal is to support policy rules already 
available in most organizations and provide secure, flexible, extensible, and highly available components for 
supporting open Access Control Rules (ACR). These components are invoked as web services, allowing each 
trusted organization in a federation to determine its authentication and access control policies. 
 
The proposed project built on this capability and designed, deployed, and documented reusable services 
and Best Practices for Role-based Access to GeoData within NSDI enterprises. In this project, our team 
provided expertise related to current trends and developments in geospatial services oriented 
architectures, and collaborated with the other Category 2 Awardees to identify and support common 
services and solutions for use across the government based on common understandings of SOA for 
geospatial enterprises.  
 

                                                           
1 http://colab.cim3.net/file/work/geocop/ProfileDocument/FEA_Geospatial_Profile_v1_1.pdf  

http://colab.cim3.net/file/work/geocop/ProfileDocument/FEA_Geospatial_Profile_v1_1.pdf
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While the project demonstrates functionality ǎǇŜŎƛŦƛŎ ǘƻ ¦{!/9Ωǎ ƴŜŜŘǎΣ it also demonstrates Best Practices 
that have value across all application and spatial data stewardship domains, and provides a strong 
foundation for the NSDI and Geospatial Line of Business (LoB) across the government.  
 

 
SOA Definitions and Approach 
 
The world is changing at an accelerating rate and the federal government needs to keep pace.2 Broad-based 
change is always difficult, but the federal government is plagued by a variety of inhibitors to change, 
including vertical vs. mission organizational orientation; bureaucratic culture; budgetary cycles and 
processes that do not facilitate agility or reuse; and a large and diverse current technology base.  Service 
Oriented Architecture (SOA) promises to help agencies rapidly reconfigure their business and more easily 
position IT resources to serve it. Improved business agility ς through sharing and reuse of infrastructure, 
services, information, and solutions - is a growing requirement in the federal government today and will be 
increasingly critical in the future.  
 
To address the challenge of change many federal organizations are implementing, considering or planning 
for a broad based adoption of SOA. In order to effectively move to an SOA environment, an organization 
must conduct careful planning and assessments for a variety of organizational, architectural, and 
technological challenges. With recent advances in federal enterprise architecture, federal chief architects 
and chief information officers have a deeper insight into their current IT architectures at all levels of 
government. In most organizations, this visibility has exposed many inefficiencies and undesirable 
redundancies, as well as disconnect between the promise and the reality of technology for improving 
business outcomes. In turn, this has led to a variety of consolidation initiatives and reengineering efforts at 
all levels of the federal government.  
 
While much of this guidance is concerned with cross-agency initiatives which leverage reuse efficiencies 
and improved organizational performance, agencies themselves are faced with similar internal challenges. 
Recognizing this concern, as well as others, OMB published the Federal Enterprise Architecture (FEA) 
Practice Guidance [OMB, 2007b] that introduces Segment and Solution Architectures and their 
relationships with Enterprise Architecture (EA) through a notional framework (see Figure 1-3 of the FEA 
Practice Guidance document). The Solution Architecture is equivalent to an IT system that is reconciled to 
the Segment Architecture. The FEA Practice Guidance strongly indicates that Segment and Solution 
Architectures inherit their structure, policies and standards and re-usable and sharable solutions from the 
Enterprise Architecture. This is directly aligned with the direction of Service Oriented Architecture.  
 
Just as industry has adopted SOA best practices, it stands to reason that federal organizations will turn to 
SOA best practices to optimize their IT and business architectures. SOA is not just a technology to be 
leveraged; it is a true paradigm shift and requires substantial organizational, cultural and management 
changes to be effective.  
 
Like most technological advances, SOA leverages the technologies and standards that preceded it. The term 
ά{ŜǊǾƛŎŜ hǊƛŜƴǘŜŘ !ǊŎƘƛǘŜŎǘǳǊŜέ ǿŀǎ ǿƛŘŜƭȅ ŀŘƻǇǘŜŘ ǿƘŜƴ ǘƘŜ ²ƻǊƭŘ ²ƛŘŜ ²Ŝō /ƻƴǎƻǊǘƛǳƳ ό²о/ύ 
established standards for integrating business systems over the Internet through the standardized use of 
web technologies and protocols. The standards developed were designed to enable heterogeneous 

                                                           
2 This section adapted from 
http://smw.osera.gov/pgfsoa/index.php/Version1.1#Introduction_.5BDocument_Section_1.5D 

http://smw.osera.gov/pgfsoa/index.php/Version1.1#Introduction_.5BDocument_Section_1.5D
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distributed systems to interoperate through standard web-based conventions modeled to support 
distributed component architectures.  For the purposes of this Best Practice, we will adopt the Organization 
for the Advancement of Structured Information Standards (OASIS) definition for SOA -  
 
 

SOA is a paradigm for organizing and utilizing distributed capabilities that may be under the control of 
different ownership domains.  

 
 
In this project CubeWerx USA used the initial list of commonly-used terms and their definitions and posted 
ǘƘŜǎŜ ǘƻ ǘƘŜ ά/ƻƴŦƭǳŜƴŎŜέ ǇǊƻƧŜŎǘ ŎƻƭƭŀōƻǊŀǘƛƻƴ ǎƛǘŜ ŦƻǊ ŎƻƴǎƛŘŜǊŀǘƛƻƴ ōȅ FGDC and the two other CAP2 
award recipients. The terms and definitions were taken from authoritative sources, and the references to 
those sources are included in the listing. We also continued to add to the list and refine the individual 
definitions throughout the duration of the project, ǊŜƭȅƛƴƎ Ƴƻǎǘ ƘŜŀǾƛƭȅ ƻƴ ǘƘŜ άPractical Guide to Federal 
Service Oriented Architecture (PGF SOA)έ Version 1.1 Final: June 2008. 
 
CǊƻƳ ǊŜǾƛŜǿ ƻŦ ǘƘŜ άtDC {h!έ ƻǳǊ ǘŜŀƳ ŦƻǳƴŘ ƛǘ useful to view government geospatial capabilities provider 
ƻǊƎŀƴƛȊŀǘƛƻƴǎ ŦǊƻƳ ǘƘŜ ǎŜǊǾƛŎŜ ǇŜǊǎǇŜŎǘƛǾŜΦ ¢ƘŜ άƎƻǾŜǊƴƳŜƴǘ ǎŜǊǾƛŎŜ ǳƴƛǘέ ŘŜǇƛŎǘŜŘ ƛƴ Figure 1 - 
Government Service Unit could represent the geospatial capabilities of an organization at any level (i.e., 
department, agency, bureau, program, division) or could represent a collaborative geospatial initiative such 
as wetland permitting that includes multiple government organizations.  For the purpose of this document, 
we defined a Government Service Unit as ς   
 
 

An organization of government resources (automated systems, etc.) in the form of a standards-based 
online service (OGC WMS, WFS, WCS, WMTS, CS-W, GSS, etc.) providing geospatial access, 
discovery, processing, geosynchronization, transaction services on Internet cloud. 

 
 

 

Figure 1 - Government Service Unit 

 
Figure 2 ς Government Service Unit Providers and Consumers depicts multiple geospatial government 
service units in a Provider-Consumer relationship. The service model applies to the services the federal 
government offers to its constituencies. The service model is apparent within the Federal Enterprise 
Architecture (FEA) Business Reference Model and the Service Component Reference Model that the Office 
of Management and Budget (OMB) has established as the overarching framework for understanding the 
business of the US federal government [OMB, 2007a]. In particular, the relationship between the Business 
Reference Model and the Service Component Reference Model helps agencies begin to define their specific 
service model as a combination of business and technology services. The service model is the core vehicle 
to drive Geospatial SOA adoption and implementation.  
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Figure 2 ï Government Service Unit Providers and Consumers in Geospatial SOA. 

 
 
In the Geospatial Service Provider-Consumer model agencies move from an on-premise computing model to 

access, discovery, processing & collaboration services on Internet cloud ï leveraging shared Government 
Service Units.   
 
 

Shared Government Service Units may be accessed to perform mission critical business processes 
like regulatory permitting. For example, data services supporting USACE regulatory permitting may 
be provided by USACE, EPA, USFWS, Geodata.gov and USGS.  

 

 
However, organizations like USACE that are considering participation in an online shared NSDI must also 
consider how they can establish distributed security frameworks for role-based access control to SOA 
resources (Figure 3).  These requirements will continue to increase as data access transitions into 
collaborative data management with services like the Web Feature Server- Transactional (WFS-T) and 
GeoSynchronization Services3 where loosely affiliated parties collaborate on maintenance of shared 
geospatial data resources. 
 
 

                                                           
3 http://www.opengeospatial.org/standards/requests/43  

http://www.opengeospatial.org/standards/requests/43
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Figure 3 - Shared geospatial Government Service Units can support business processes like regulatory 

permitting.   In this environment role-based access control frameworks are essential.  

 
 

USACE and Geospatial SOA 
 
USACE is involved in all phases of Geospatial SOA development and deployment and brings extensive 
enterprise geospatial data and systems experience to this effort.  Geospatial data and systems are used 
throughout USACE in support of planning, engineering and design, construction, operation, maintenance, 
and/or regulation of civil works or military construction projects, and to support USACE functional areas 
having responsibility for environmental investigations and studies, archeological investigations, historical 
preservation studies, hazardous and toxic waste site restoration, structural deformation monitoring 
investigations, regulatory enforcement activities, and support to Army installation maintenance and repair 
programs and installation master planning functions. 
 
USACE has adopted a corporate approach to implementing geospatial technology that meets functional 
business process requirements in harmony with Federal, State, and local agency programs. The intent is to 
produce geospatial products more efficiently while serving customers.  These efforts are in compliance with 
Executive Order (EO) 12906, Coordinating Geographic Data Acquisition and Access, and with the National 
Spatial Dŀǘŀ LƴŦǊŀǎǘǊǳŎǘǳǊŜ ŀƴŘ hŦŦƛŎŜ ƻŦ aŀƴŀƎŜƳŜƴǘ ŀƴŘ .ǳŘƎŜǘΩǎ όha.ύ /ƛǊŎǳƭŀǊ !-16, Coordination of 
Geographic Information and Related Spatial Data Activities.  
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The prime goal of USACE is to advance eGIS, a shared spatial data infrastructure that will support USACE 
varied geospatial data needs. In order to be successful in USACE, a geographically dispersed organization, 
eGIS is designed as a distributed architecture where each District and Division is responsible for hosting 
their data. The eGIS architecture accommodates desktop, client-server, and Web-based applications. While 
desktop applications have historically accommodated more powerful analysis software, developing 
geospatial Web services and Web-based applications are maximized. 
 
USACE believes that Geospatial SOA, Web services and Web-based applications provide the easiest means 
to integrate applications throughout a Division and across USACE. Open standards, such as those developed 
by the Open GIS Consortium (OGC) and implemented by vendors, need to be utilized to the greatest extent 
possible in order to maximize interoperability between systems. USACE is also implementing CorpsMap, a 
spatial portal that accesses a variety of existing USACE-wide databases. It is an Internet map-based display 
and information dissemination system for various USACE databases that have geographically based 
information in digital form. CorpsMap enables USACE information to be easily accessed, creates maps 
easily, and integrates disparate databases. CorpsMap will provide the National level geospatial view for 
USACE.  
 
USACE was also the recipient of the first annual OGC Vision Award. This award recognizes the outstanding 
contribution the USACE has made to the organization and growth of OGC, an international public/private 
partnership working to make geographic information and services openly accessible across multiple 
platforms and devices ς especially Geospatial SOA.  
 
 
 

SOA Development, Test, and Evaluation Lab 
 
For this project a distributed SOA laboratory for Services Development, Test, and Evaluation (DT&E) 
Laboratory was developed to -   
 

¶ Reconcile requirements and expertise across organizations.  
 

¶ Provide a collaborative, distributed, service-oriented build time development environment.  
 

¶ Demonstrate a secure, shared, service-oriented runtime test environment where prototype 
capability bundles can be adaptively verified and validated against common government 
requirements.  

 

¶ Execute scenarios and document Use Cases for role-based access control. 
 

¶ Document Best Practices   
 
Using this community SOA space was a natural place to assess enterprise requirements and consistent with 
PGF SOA guidelines. While testing service performance in this type of federated environment was 
challenging, the benefits of a common testing capability were substantial. In particular, the DT&E ensured 
that Best Practices were implementable under near-operational conditions. 
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Figure 4 - Distributed SOA laboratory for Services Development, Test, and Evaluation (DT&E) 

Laboratory  

 
 

Requirements and Process Definition 
 
In using the DT&E CubeWerx USA followed the general development pattern agreed upon by the three CAP 
Category 2 awardees: model process and elucidate requirements, design and develop, implement and test, 
deploy and monitor. The first step has been broken down further into the following components: 
 

1) Document Business Process 
2) Create Concept of Operations 
3) Develop Detailed Use Cases 
4) Generate Technical Requirements 

 
Our requirements gathering phase started during the proposal formulation stage. At that time we assessed 
specific secure Geospatial SOA, Web services and Web-based applications needs of USACE.  After 
researching Role-based Access Control to meet the operational needs of USACE, we proposed our solution 
which was met favorably. The proposed test environment for documenting Best Practices for role-based 
access control in a distributed SOA and collaborative Spatial Data Infrastructure environment were 
specifically designed to follow a SOA model in a loosely coupled architecture suitable for USACE and other 
agencies. In response to these requirements CubeWerx USA proposed the implementation of an Identity 
























































































